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PROFESSIONAL LIABILITY

CYBER - NO MORE HONOR AMONGST THIEVES

Double Extortion is on the Rise

The Threat

Conti Ransomware is responsible so far for 400+ ransomware attacks that have been made in the

U.S. They are going above and beyond the standard and have found a way to locate and destroy your
backups, leaving you with no choice but to pay the extortion to hopefully get your information back.
They not only are stealing your confidential information, threatening to expose it if you don’t pay the
extortion, but they are also now finding a way to access your backups and destroy or restrict access to
them. This leaves you with no option but to pay their extortion demands to get the encryption key and
hopefully decrypt and regain access to your confidential information.

Prevention

Multi-Factor Authentication (MFA) for remote access to your networks is one of the number one things
you can do to help prevent these attacks. Make sure to keep your systems up to date with patches and
fixes and use your cyber carrier’s risk management tools to keep your network protected. Also, make
sure that your staff is up to date on being able to recognize highly sophisticated phishing attacks. Bad
actors are good at making an email seem legitimate and from a trusted source. It is also important to
segment your network because that makes it harder to access multiple areas with one entry point.

For more detailed information and mitigation suggestions, read this article CISA & FBI Security Alert
for Conti Ransomware. Veeam backups are especially being targeted by this ransomware, so if you
are using them you need to pay special attention to this security alert.

Now is the time to make sure you are as prepared and ready as you can be before you become a
victim of a Cyber Breach. Stay informed, be prepared and reach out to one of our brokers to discuss
our Cyber Liability options available for your insured!

G

Alec Immordino Melissa Hilgendorf Shelly Caldwell
ext 8784 | aimmordino@arlingtonroe.com ext 8774 | mhilgendorf@arlingtonroe.com ext 8687 | scaldwell@arlingtonroe.com

Essie Bennett Mark Swayze Sonyia Townsend

ext 2260 | ebennett@arlingtonroe.com ext 8648 | mswayze@arlingtonroe.com  ext 8668 | stownsend@arlingtonroe.com

John Immordino Sarah Immordino
ext 8732 | jimmordino@arlingtonroe.com ext 8731 | simmordino@arlingtonroe.com


https://us-cert.cisa.gov/ncas/alerts/aa21-265a?utm_campaign=Cyber%20%26%20Tech&utm_medium=email&_hsmi=170851626&_hsenc=p2ANqtz-9OfNUbCnMnj7wp603_zhHxeEm7c8_9eUjn7l8XAcHWxOV0UfdSLI0rkArVIb4oKRGxIK14rpPmYpEKYIVQU9dPQS6pOmM6z9l9r_7OhCERfGKEEPE&utm_content=170851626&utm_source=hs_email
https://us-cert.cisa.gov/ncas/alerts/aa21-265a?utm_campaign=Cyber%20%26%20Tech&utm_medium=email&_hsmi=170851626&_hsenc=p2ANqtz-9OfNUbCnMnj7wp603_zhHxeEm7c8_9eUjn7l8XAcHWxOV0UfdSLI0rkArVIb4oKRGxIK14rpPmYpEKYIVQU9dPQS6pOmM6z9l9r_7OhCERfGKEEPE&utm_content=170851626&utm_source=hs_email
mailto:mhilgendorf%40arlingtonroe.com?subject=
mailto:mswayze%40arlingtonroe.com?subject=
mailto:scaldwell%40arlingtonroe.com?subject=
http://ArlingtonRoe.com/Professional-Liability

